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class PedroC: Delaitte
def __init__(self): CyberSOC Academy
self.name = ‘Pedro Candel’
self.role=  ‘Deloitte CyberSOC Academy’

self.,email = ‘pcandel@cybersoc.deloitte.es’
self.nickname = ‘@NN2ed_s4urOn’
self.website =  ‘https://s4urOn.com’

self.interest = [ ‘Malware’, ‘RE’, ‘Exploiting’, ‘Offensive Security’ ]
self.mmber_of = ’Iw.re’, ‘OWASP/, ’NetXpIoi’, .. ]
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Carlos A. Barbero Munoz (@Nevnaur)

|dentity, Access and Security - Sales Engineer
MundoHacker Team, colaborador en Radioy TV

Libros de seguridad informatica y hacking ético

PrOn Cheerleader
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 Beef project (The browser exploitation framework) —eEF

* http://beefproject.com

 Framework de pentesting, que permite desafiar la
seguridad de los navegadores.

 Software de acceso publico, que permite realizar acciones
maliciosas “a medida” en navegadores.

 Seincluye en Kali Linux out of the box.
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Algunas caracteristicas...

e Infeccion ultimas versiones de iOS (iPhone, iPad).

* [nfeccion de las ultimas versiones de Android.

* Infeccion de navegadores en sus ultimas versiones.
(Internet Explorer, Chrome, Firefox, Opera, Safari...).

 Ejecucion “silenciosa” de un fichero en javascript (hook.js)
al visitar la pagina web maliciosa.

* Persistencia con una “cookie” (BEEFHOOK).

* Utiliza un equipo infectado como un Proxy.
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Man 1n the Browser: escenarios tipicos
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Panel de control Web de BeEF.

=) Category: Browser (7 Items)

Browser Name: Firefox

Browser Version: 18

Browser UA String: Mozilla/5.0 (X11,; Linux x86_64; rv:18.0) Gecko/20100101 Firefox/18.0

Browser Language: en-US

Browser Platform: Linux x86_64

Browser Plugins: GNOME Shell Integration-v., IcedTea-Web Plugin (using IcedTea-Web 1.6.2 (1.6.2-3))-v.
Window Size: Width: 1661, Height: 1214

=) Category: Browser Components (12 items)
Flash: Yes

VBScript: No

PhoneGap: No

Google Gears: No

Web Sockets: Yes

QuickTime: No

RealPlayer: No

Windows Media Player: No
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Integracion con [gmetasploit

 Permite utilizar los exploits de metasploit desde la interfaz

web de BeEF.
* Sino quieres complicarte... también funciona con un

Iframe y Browser Autopwn. |seen..

Metasploit

4 —]Metasploit (579)
Firefox 5.0 - 15.0.1 __exposedProps__ XCS Code Execution
Firefox 8/9 AttributeChildRemoved() Use-After-Free
Firefox Proxy Prototype Privileged Javascript Injection
Firefox XMLSerializer Use After Free
Firefox location.Querylnterface() Code Execution
Firefox nsSVGValue Out-of-Bounds Access Vulnerability
Foxit Reader Plugin URL Processing Buffer Overflow
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Analisis de la red del equipo infectado.
Details Logs Commands Rider XssRays Ipec Network WebRTC
Map Hosts Services = ..[.EJ_
r; T r
T 10.0.0.1 | E

IP Address « Port Protocol Type = o B

10.BEEE 172.16.191.255 —
10111 80 http HTTP Server = Ik

o r‘ 172.16.191.135

10.1.1.184 80 http HTTP Server (CORS) s =
10.1.1.184 8080 http HTTP Server (CORS) =) 10.0.0.0/8 17216191166 L

B~ " indows A ==
10.1.1.184 80 http HTTP Server *:"—‘_ -~ 172.16.191.129
10.1.1.184 8080 http HTTP Server 10111 X 9 172.0.0.08
172.16.191.129 80 http Apache » ‘r;J
172.16.191.129 80 http Apache 2.x Hooked Browser = -

\ || : 172.16.191.2
172.16.191.133 80 http HTTP Server (Flash) : = EF
172.16.191.133 80 http Apache Qs 172.16.191.133 5=
/ 172.16.191.1

172.16.191.133 80 http Apache 2. A °

127.0.0.1 [localhost]

Windows
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Automatizacion de tareas.

 Es posible definir una serie de tareas que se realizaran de
forma automatica cuando un usuario sea hookeado.

 Editando el fichero autorun.rb es posible definir los
modulos que se ejecutaran de forma automatica.

$stdout.sync = tru

TTACK_DOMAIN = "127.0.0.1"
PI_HOOKS = “"http://" + ATTACK_DOMAIN + ":3008/api/hooks"
0GS = “"http://" + ATTACK_DOMAIN + ":3000/api/logs"

PI_MODULES = "http://" + ATTACK_DOMAIN + ":3000/api/modules"”
RESTAPI_ADMIN = "http://" + ATTACK_DOMAIN + ":30@00/api/admin"
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BeEF LiveCD

xforcevesa — boot Live in safe graphics mode
install - start the installer directly
memtest — Run memtest

hd - boot the first hard disk

Press [Tabl to edit options

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

(5]
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Security enhancements for Microsoft Edge

EdgeHTML Attack Surface Map and Exploit Mitigations

Edge Content Process
(MicrosoftEdgeCP.exe)

EdgeHTML Rendering

|Exploit o:m-m i
e

+ Exploit Mitigations

|(EdgeHTML)

- Buffer Security Check (/GS)
- Control Flow Guard (CFG)

- Virtual Table Guard

- Memory GC (MemGC)

Exploit Mitigations
(Process)

- 64-bit

- ASLR (HEASLR, ForceASLR)
- DEP

- AppContainer

inRT PDF Renderer
Vindows.Data.Pdf.dll)

Pdfinternal::CPdfControlStatics I
A 4
Pdfinternal::CPdfControl I

Pdfinternal::PdfStreamWrapperStatics ]

+ Exploit Mitigations
(Dependencies)

- Buffer Security Check (/GS)
- Control Flow Guard (CFG)

2
Pdfinternal::PdfStreamWrapper I

Windows::Data::Pdf::CPdfDocumentStatics I

\
Windows::Data::Pdf::CPdfDocument ]

PDF Engine

(edgehtml.dl)
HTML —t——sf CHtmPre
== 1

L—»{ CHtmPost, CHtmi

iL-Based r E |
OHTML VG, |

e CXmiPre

—»! CHEmPost, CHtm

XML w/ XSL I 1] »  CBaseXSLTFI

css L) CssParser

Images ’ : » CimgTaskwiC<'

Audio/Video t 4 » CMedisBlernt

ATV 7= e |

Text Tracks [——T—>»  CTtmiDomPat

> CWebVitPars

s |- »| COXEmbeddedFo

DOM AP | A DOM Object

[ Internal Cbje

Flash | >  Clodetosd

POF l »  CPDFMeper

» WinRT POF Renderer
|
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browser > extra_ball_mhd » W command.js ey {
chrome_extensions > poc01 » W config.yaml !
debug > poc02 » & module.rb "
edge_s4urOn > poc03 >
exploits > poc04 >
host > poc05 >
ipec >
metasploit > poc07 >
misc > poc08 >
network > poc09 >
persistence > poc10 >
phonegap >
»

social_engineering
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