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class PedroC:
def __init__(self):
self.name =	‘Pedro	Candel’
self.email =	‘pcandel@cybersoc.deloitte.es’
self.nickname =	‘@NN2ed_s4ur0n’
self.role =	‘Deloitte	 CyberSOC	Academy’
self.interest =	[	‘Reversing’, ‘Malware’,	‘Offensive	Security’,	… ]
self.member_of =	[	‘NavajaNegra’,	 ‘mlw.re’,	 ‘OWASP’,	… ]
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Shellcode
• Small	piece	of	code	used	as	the	

payload in	the	explotation of	a	
software	vulnerability.

• It	is	called	"shellcode"	because	it	
typically	starts	a	command	shell,	but	
any	piece	of	code	that	performs	a	
similar	task	can	be	called	shellcode.
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Shellcode
• http://shell-

storm.org/shellcode/files/shellcode-
590.php

• GNU/Linux	x86
• chmod("/etc/shadow",	0777)
• 33	bytes

POLYMORPHIC SHELLCODES



SecAdmin	2015	- Sevilla																																																																																										@NN2ed_s4ur0n

Shellcode

POLYMORPHIC SHELLCODES



SecAdmin	2015	- Sevilla																																																																																										@NN2ed_s4ur0n

Shellcode
• nasm –f	shellcode_original.asm
• objdump –d	shellcode_original.o
• rasm2	'xor eax,eax;push eax;…’

POLYMORPHIC SHELLCODES



SecAdmin	2015	- Sevilla																																																																																										@NN2ed_s4ur0n

Demo	time
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Yara
• https://github.com/plusvic/yara
• YARA	is	a	tool	aimed	at	(but	not	

limited	to)	helping	malware	
researchers	to	identify	and	classify	
malware	samples.	

• With	YARA	you	can	create	
descriptions	of	malware	families.

POLYMORPHIC SHELLCODES



SecAdmin	2015	- Sevilla																																																																																										@NN2ed_s4ur0n

Yara
• Yara is	based	on	textual	or	binary	

patterns.	Each	description,	a.k.a rule,	
consists	of	a	set	of	strings	and	a	
boolean expression	which	determine	
its	logic.
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Yararules
• http://yararules.com/
• One	of	the	main	objectives	of	the	

Yara Rules	project	is	offer	a	Yara
ruleset as	complete	as	possible	to	
provide	a	quick	way	to	get	and	
update	existing	firms.
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Yararules
• Five	categories:	AntiDebug,	Crypto,	

Malicious	Document,	Packer	and	
Malware
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WTF?
• First	step:	Read	the	fuck	code!
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Polymorphic	version
• Second	step:	Create	chaos!
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Polymorphic	version
• Instead	of	using	the	exact syscall

number,	move	inside	the	register	
(syscall-2 )	and	then	increment	it

POLYMORPHIC SHELLCODES



SecAdmin	2015	- Sevilla																																																																																										@NN2ed_s4ur0n

Polymorphic	version
• Don’t	push	/etc/shadow	directly
• Ie:	Use	EDX	register
• woda (/etc/shadow)
• 776F6461
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Polymorphic	version
• 776F6461

• EDX	=	11223344
• Add	=	(776F6461	– 11223344)
• Save	the	operation
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Polymorphic	version
• hs/c			(/etc/shadow)
• 68732F63
• Move	inside	EDX	0x2f636873	(this	

value	become	0x68732f63)
• Rotate	left	16	bits	this	value
• Save	this	value	onto	the	stack
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Polymorphic	version
• te//			(//etc/shadow)
• 74652F2F
• Use	the	move	instruction	to	move	

the	value	using	ESP	register
• Tip:	Push	instruction	adjust	the	

stack	pointer	automatically.	We	
need	manual	adjust	the	stack
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Polymorphic	version
• Review	the	code
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Polymorphic	version
• Our	final	code
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